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Overall information

	Controller of the processing

	Organisation (incl. registration number)
	 Mid Sweden University

	Address
	Holmgatan 10
851 70 Sundsvall  

	Phone
	+46 (0)10-142 80 00

	E-mail
	Registrator@miun.se




	Contact details of the Data Protection Officer

	The organisation's Data Protection Officer
	Jon Öberg

	E-mail
	dataskyddsombud@miun.se



	
Impact Assessment Officers

	Responsible for carrying out the impact assessment
	 

	Responsible for the content of the impact assessment and assessments carried out
	 

	Roles involved in carrying out the impact assessment
	 

	Responsible for managing any remaining risks after the end of the impact assessment
	 

	Responsible for following up the impact assessment
	 


[bookmark: Steg_3._Systematisk_beskrivning_av_perso][bookmark: _bookmark1]
Systematic description of the processing of personal data
Nature of the treatment
General description and background
Define and describe the subject of the impact assessment. Give a background and describe what led to the planned treatment. When describing the processing of personal data, it is appropriate to start by defining and delimiting the object of the impact assessment, i.e. the product, service, software or process in question. It provides a framework for the more detailed description of the processing to be done later and clarifies the context of the processing. The initial description may also include a background to the processing being planned (for example, that there has been a change in operations or a change in legislation). If it is a complex system that is put into use, there are sometimes several different types of treatments in the same system. Then it is often advisable to divide the description into several parts. 

Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing

Have you written an ethics application – get information from section 3.1 Write a popular science summary of the project
1/1

2/2


	




Categories of personal data
List the categories of personal data that will be processed. Use one row for each category and add as many rows to the table as necessary. Examples of types of personal data can be information about age, gender, education, salary, images of people, sound recording of voices. It is not always clear what is personal data. Remember that technical data (e.g. IP addresses), tracking data (e.g. cookies) or vehicle registration numbers may also be personal data. 
If the table becomes comprehensive, it may be appropriate to add it instead as an annex to the impact assessment.
Indicate in the right-hand column whether any of the following categories apply:
· categories of personal data referred to in Articles 9 and 10 of the GDPR
· personal data that are sensitive to privacy for other reasons (for example, because they relate to an individual's financial or personal circumstances)
· personal identification number or coordination number
· dependents (e.g. employees, patients or pupils)
· children or other vulnerable persons (e.g. the elderly, or persons with disabilities)

Date
Dnr: MIUN 20xx/xxx
Limited sharing
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Delete the categories of personal data that are not up to date and complete if further data is processed.
1/1

2/2


	Category of personal data
	Special category of personal data

		· name
· address
· age
· sex
· education
· salary
· ID card number
· phone number
· photos of people
· sound recordings
· electronic identities such as IP addresses and
cookies, if they can be linked to a physical 
person
· e-mail addresses 






		· racial or ethnic origin
· political opinions
· religious or philosophical beliefs
· membership of a trade union
· health
· a person's sexual life or sexual orientation
· genetic data
· biometric data used to: 
Unambiguously identify a person.
· SSN
· coordination number
· grades
· evaluative data, such as data f
from performance reviews, performance data
Personality Tests or Personality Tests
profiles 
· data on social conditions
· employees
· patients
· students
· children
· elder
· persons with disabilities







Categories of registrants 
List the categories of data subjects whose personal data will be processed. Use one row for each category and add as many rows to the table as necessary. If the table becomes comprehensive, it may be appropriate to add it instead as an annex to the impact assessment. 
Indicate in the right-hand column whether any of the following categories apply: 
· dependents (e.g. employees, patients or pupils) 
· children or other vulnerable persons (e.g. the elderly, or persons with disabilities)

Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing

Complement with categories of registrants and remove those that are not current.
1/1

2/2


…..
	Category of registrants
	Special category of data subjects

		Research people within the target group xxxx
Research people within the target group xxxx



		Research people within the target group employees
Research people within the target group of patients
Research people within the target group of pupils
Research people within the target group Children
Research people within the target group older people
Research people within the target group people with
functional variations







Scope of treatment
Volume of treatment
Estimate the number of individuals affected by the processing and the total amount of personal data that will be processed. Please also describe the number of categories of personal data (variation).
Consider how often personal data will be collected


	




Geographical scope of the treatment
Describe the countries in which the data will be processed. Indicate if there will be countries outside the EU/EEA, so-called third country transfers.

If the data is only processed within Sweden/EU, delete the second sentence. 
Date
Dnr: MIUN 20xx/xxx
Limited sharing
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If you use an IT service where there is a third country transfer, please add the name of the service.
1/1

2/2


	The data is processed within Sweden/EU. 

The following IT services are used xxxxx and then a third country transfer takes place



Context of processing 
Describe the treatment in a broader perspective, i.e. the internal and external factors that are relevant to the context in which the treatment is to take place. This may include, for example: 
previous experience with similar treatments or that this is lacking 
that the business has previously experienced problems with similar treatments 
that the treatment is innovative in some way 
that the treatment may be questioned or perceived as unpredictable 
the extent to which individuals will have control over their personal data; 
relevant codes of conduct or other certification schemes.

Have you written an Ethics Application – please retrieve information from section 4.3 Describe previous experience (own and/or others) of the chosen methodology.
	




Purpose of processing
Describe the reason why the controller wishes to carry out the processing and its benefits (e.g. for the business, the public and third parties). Please also describe the intended outcome for individuals. The purpose shall be stated as precisely, comprehensively and clearly as possible.

Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing

Complete what the research is about as clearly as possible. Have you written an ethics application – retrieve information from section 3.2 What is the scientific purpose
1/1

2/2


	Research on xxxx




Required resources
Describe the resources and information assets needed to carry out the personal data processing (e.g. software, servers, hardware, networks, cloud services, etc.).

Date
Dnr: MIUN 20xx/xxx
Limited sharing
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Remove the resources that are not used and complement if additional resources are used.
1/1

2/2



	In order to carry out the processing of personal data, the following resources are used:
· Personal folder on internal server
· Common folder on internal server
· Shared folder on internal server
· Microsoft 365 (Teams, OneDrive, SharePoint)
· The vault to store and share your files with others.
· Local hard drive on own computer
· External hard drive
· Sunet e-meeting (Zoom)
· Team meeting
· Qualtrics for Surveys
· M IUN Survey for Surveys
· Sunet Scribe for Transcription




Functional description of the treatment
Describe how the processing will be carried out in more detail and where the personal data come from. The functional description should specify how the personal data are to be collected and where they come from (for example, whether they come directly from the data subject via surveys, online forms or interviews, or whether they are to be collected without the data subject’s knowledge via public data collections or databases). The procedure for registering and transmitting the data should be specified (e.g. whether paper questionnaires should be sent to a loading centre or whether any data should be provided by telephone or any digital tool). It should also be clarified which systems are to be used in the different parts of the processing, how long the personal data are to be stored and the procedures for erasure or anonymisation In the case of complex processing, it may be appropriate to refer to an annex containing a flowchart, a table or the like.

If you have written an ethics application – obtain information from Section 4.1 Describe the method, including the procedure, technique or processing, and from Section 6.1 Describe the data collection and the nature of the data.
	




Roles and division of responsibilities
Responsibility for personal data
Specify the controller(s), i.e. the actors that alone or jointly determine the purposes and modalities of the processing of the personal data. Indicate whether the processing involves a separate or joint controllership.

List of contractual documents specifying the division of responsibilities between the controllers

Date
Dnr: MIUN 20xx/xxx
Limited sharing
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Delete the text that is not current.
1/1

2/2


	Mid Sweden University

This is a collaboration between Mid Sweden University and xxxx This means that there are several research principals who share the responsibility for personal data





Date
Dnr: MIUN 20xx/xxx
Limited sharing

[image: Logotyp Mittuniversitet.]Limited sharing


1/1

2/2


Recipients including processors
Indicate whether personal data will be transferred to external recipients and, if so, which ones. Please also indicate whether the processors will be involved in the processing and what services they will provide.
List any data processor agreements.

If no data processor is used, delete all data. Delete or complete the table to match the current processors

	Processor
	Categories of personal data processed by the assistant
	Purpose of the assistant's treatment

	Research service provider in the project
	Specify categories of personal data
	

	Qualtrics
	Specify categories of personal data
	Personal data is processed for the purpose of providing, operating, maintaining and supporting the cloud-based service (Qualtrics). The processing includes, among other things, technical and operational operation, user support, communication with authorized users, storage, backup and further development and improvement of the functions of the service.

	SUNET - Artisan Global Media - Miun Survey
	Specify categories of personal data
	Personal data is processed for the purpose of providing, operating, maintaining and supporting the cloud-based service (Miun Survey) The service is used to collect background information for the research study. Artisan Global Media provides a SaaS service for the Artologik series. 

	SUNET - e-meeting (Zoom)
	Meeting and participant data (e.g. display name/possible user ID), meeting metadata (e.g. meeting ID, date/time), technical data (e.g. IP address/device and connection data) and content from the interview in the form of audio and possibly video (participant's voice and face) during implementation/recording.
	Provide the meeting service Sunet e-meeting. The service enables the controller to organise, conduct and participate in digital meetings, lectures and other forms of video-based communication. The service is based on Zoom's on premises and Hyrbrid architecture and is operated in NORDUNet A/S data centers in the Nordic region and supplemented with Zoom's EU-based cloud services.

	SUNET - Sunet scribe
	Content from the interview in the form of audio (voice) and video (picture/face). Transcript (text) of the interview. Identifiers that may appear in audio/transcripts (e.g. names said in the recording).  Metadata associated with the transcription assignment (e.g. file name, date/time, language, settings). Technical data/logs when using the service (e.g. IP address, device/connection data) insofar as they are generated. 
	Enable the controller to transcribe audio and video material for use in education, research, collaboration and internal activities. The purpose includes providing text transcriptions that can be used, stored or deleted by the Controller in accordance with its instructions.

	
	
	

	
	
	


[bookmark: Steg_4._Rättslig_analys][bookmark: _bookmark2]
Legal analysis
Regulatory framework in force
Make a summary of the regulations that apply to the processing in question. In addition to the General Data Protection Regulation and the Data Protection Act, for example, marketing laws and authority-specific register legislation may be updated. Also take into account adopted codes of conduct, implemented certifications and industry practices

Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing

Remove regulations that are not up-to-date, supplement if something is missing.
1/1

2/2


	GDPR - General Data Protection Regulation
Public Access to Information and Secrecy Act;
The Archives Act,  
MSB Regulations 2020:6-8; 
The Ethical Review Act, 
Policy and guidelines for the management of research data at Mid Sweden University. 
Patient Data Act



Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing


1/1

2/2


Data protection principles and the legal basis for processing
Principle of legality, regularity and transparency
Describe how you ensure compliance with the principle.

Legality 
In order to comply with the principle of legality, the provisions of the GDPR and other complementary legislation must be complied with

Correctness 
In general terms, the correct processing of personal data means that the processing must be fair, reasonable, reasonable and proportionate in relation to the data subjects. Fair processing means that personal data must be processed in a way that the data subject can expect, and that it must not be discriminatory. The processing of personal data shall be in reasonable proportion to the benefits it entails.

Transparency 
The requirement of transparency means that it must be clear to data subjects that and how their personal data is processed. Data subjects shall have the opportunity to know why their personal data are processed, how they are collected and how the data are used. Data subjects should also be informed of their rights (e.g. how they can have inaccurate data corrected and how they can have personal data deleted).

Examples of questions to check compliance with the principle: 
Legality 
• Does the activity comply with the provisions of the legislation in force? 
• The legal basis for research is in the public interest 

Correctness 
• Does the processing take place in a way that the data subject can reasonably expect? 

Transparency 
• How are data subjects informed about the processing of personal data? 
• Is the information easily accessible to data subjects? 
• Is the information adapted to the target group (e.g. children)? 
• Are there procedures in place to update the information?


Have you written an ethics application – retrieve information from section 6.4 How will the collected data be handled and stored?
	




Legal basis for the processing
Please indicate the legal basis for the processing of personal data. Be sure to indicate whether there are several legal bases, i.e. whether different categories of personal data or different stages of processing are supported by different legal bases.

Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing

See the previous description of the necessary resources and use it in the description of the treatment. Only that part needs to be filled in.
1/1

2/2


	
Description of the treatment (parts, if any)
	
Personal data processed
	
Legal basis
	
Comments

	Personal data is collected and stored in xxxx for research processing.
The components included are collection, transcription, processing, analysis, compilation, publication and archiving.
	See description above categories of personal data
	Art. 6(1)(e) – Public interest.
	



Legal support for the processing of certain categories of personal data
If special categories or personal data worthy of special protection are to be processed, please specify which exception applies to the processing (in addition to the legal basis above)

	Personal data

	Applicable derogation
	Comments

		See description above, in particular: 
category of personal data




	Art. 9(2)(j)
processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1), on the basis of Union or Member State law, which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for appropriate and specific measures to safeguard the fundamental rights and the interests of the data subject;

	For Mid Sweden University, the following applies in all cases when processing special or particularly worthy of protection personal data.



Principle of purpose limitation
Describe how you ensure compliance with the principle. The purpose limitation principle requires that personal data be collected for specified, explicit and legitimate purposes and not processed in a way that is incompatible with those purposes. The purpose should be defined before starting treatment and should be precisely specified. The purpose of the processing is crucial to assess what data is necessary to process, the legal basis on which the processing can be based and to comply with other fundamental data protection principles.

Examples of questions to verify compliance with the purpose limitation principle: 
• Has the purpose(s) been documented and how? 
• Is the purpose described so concretely and specifically that it is easy to establish that the processing is compatible with it? 
• Has the processing of the data for purposes other than those laid down been restricted by, for example, contractual clauses, guidelines or other security measures?


	Personal data collected in the context of this research project is processed only for specific, explicit and legitimate purposes, namely to fulfil the purpose of the project as set out in the approved research plan. The data will not be processed in a way that is incompatible with these purposes. Any further use of the data for new research purposes requires a new ethical review and/or new informed consent from the participants.




Principle of data minimisation 
Describe how you ensure compliance with the principle. The principle of data minimisation means that the personal data processed must be adequate, relevant and not excessive in relation to the purposes for which they are processed. Describe how (by what measures) it will be ensured that only personal data necessary for the purpose will be processed. It should also be clear that the controller has considered whether there are alternative means of carrying out the processing that are equally effective for achieving the purpose, but less infringing the fundamental rights and freedoms of individuals (e.g. by restricting data collection or requiring less detailed data). If the purpose can be achieved without certain data being processed, the processing of this particular personal data is not necessary and should not be carried out.

Examples of questions to verify compliance with the data minimisation principle: 
• Is it clear why the personal data to be processed is needed to fulfil the purpose of the processing in question? 
• Have you checked that no data is collected simply ‘because it can be useful to have’? 
• Free text fields on forms: Is it necessary to use them? Are clear instructions given on what should be indicated in the free text fields (to counteract the collection of unnecessary data)? Is it clear which fields are optional or mandatory? Are the optional fields really necessary to achieve the purpose of the processing? 
• Camera surveillance: Is it necessary to collect data from the entire recording area of the camera or should certain parts be masked digitally?


Retrieve the personal data from the "Categories of personal data" section and describe what the processing is necessary for, see example.


	Personal data
	The processing is necessary to:


	Ex: E-mail address
Ex: Personal identification number
	Ex: Communicate with the data subject
Ex: Ensuring the identity of the data subject
Ex. Identifying the data subject
Ex. Qualitative basis for research
Ex. Quantitative basis for research


	Click or tap here to enter text.
	Click or tap here to enter text.

	Click or tap here to enter text.
	Click or tap here to enter text.



Principle of accuracy
Describe how you ensure compliance with the principle. Personal data processed shall be accurate and (if necessary) up-to-date. If the personal data is incorrect, the data must be corrected or deleted. It is therefore important that procedures are in place to detect errors and to correct and delete inaccurate personal data when requested by data subjects.

Examples of questions to verify compliance with the principle of accuracy: 
• Are the data static or do they require updates? 
• How is it ensured that incorrect data is corrected? 
• How often should the accuracy of the data be checked? 
• Can the data subject himself influence the accuracy of the data and, if necessary, update it? 
• How is the accuracy of data received from another activity ensured? 
• How is it ensured that the data collected relates to the right person?


	 When collecting, processing and analysing data, appropriate technical and organisational measures are taken to maintain data quality and accuracy throughout the research process.



Principle of storage minimisation
Describe how you ensure compliance with the principle. The principle of storage minimisation means that personal data may not be kept in a form that permits identification of the data subject for longer than is necessary for the purposes for which the personal data are processed. The envisaged retention period should therefore be justified on the basis of what is necessary for the purpose of the processing. Since what is necessary is not always proportionate, even a small proportion needs to be justified. It is important that there are procedures for erasure of personal data.

Examples of questions to verify compliance with the retention minimisation principle: 
• For what purposes should the data be processed and for how long? 
• Will the data be deleted when it is no longer needed and how should it be done in practice? 
• Are there legal requirements that determine the retention period of the personal data processed? 
• Will it be possible to use automatic deletion of data once the retention period has expired, or should the data be deleted manually? 
• If deletion is not appropriate, personal data will be anonymised



	Personal data that is initially processed for research purposes needs to be stored for archiving purposes after the end of the research. This follows from the archiving legislation. Research data containing personal data shall be handled and archived in accordance with Mid Sweden University's procedures for archiving research documents.
 
Mid Sweden University may, in accordance with the National Archives' regulations (RA-FS 1999:1) and Mid Sweden University's thinning decisions, thin certain documents that are drawn up or received in research activities. Thinning may only take place provided that the public's right of access is not violated and that the documents are deemed to be of no value for the administration of justice, administration and research.
 
Assessment of whether research data should be preserved or thinned is made through a conservation and thinning investigation, which must be established at the latest at the end of the research. No deletion of research data may be carried out without this assessment having been carried out.
 
As a general rule, primary material and research data must be thinned at the beginning of the year, which is 13 years after the last publication based on the research data. If no publication is made, the time limit for thinning is instead calculated from the time when the research can be considered formally completed, for example after the final financial report or final report has been drawn up.
 

Research data to be preserved must be delivered to Mid Sweden University's archive after the research has been completed. It is also recommended that research data that can be screened be delivered to the archive to ensure proper handling and compliance with the University's archival responsibilities.




Principle of integrity and confidentiality
Describe how you ensure compliance with the principle. The controller shall implement appropriate technical and organisational measures to safeguard the integrity and confidentiality of personal data. 
Privacy is about keeping the data unchanged when it is processed, transmitted and stored. Personal data must therefore be protected against accidental or intentional loss, destruction or editing. Confidentiality means that personal data shall only be accessible to those who, by reason of their duties, have a need for and a right of access to it. Personal data shall be protected so that it cannot be read or otherwise processed by unauthorised persons.

Examples of questions to check compliance with the principle: 
Integrity 
Are there policies or procedures for how data may be changed and by whom? 
Are backups made and what are the routines for it? 
Does logging occur when the data is changed? 

Confidentiality 
Are there procedures and measures for authorisation management? 
Are there applicable confidentiality rules for the data? 
Do the persons handling the data have a sufficiently good knowledge of confidentiality and confidentiality? 


Remove the parts that are not current and complete if something is missing. The information classification can be used as a basis to see what should be included.


	The researchers know what applies to information security at Mid Sweden University and have taken part of the courses available.

For the research project, there is a data management plan.

The project is approved by the Ethical Review Authority.

The responsible researcher assigns, approves, checks eligibility for the project's research data.

The account is protected so it doesn't get into the wrong hands with the help of strong authentication, multi-factor authentication (MFA), whenever possible.

Automatic security updates for operating systems, applications and tools are turned on to reduce the risk of exploiting vulnerabilities to access information or account information worthy of protection. 

Antivirus software that notifies deviations is used.

Your computer's firewall is enabled.

VPN is used when working outside the university to get a protected communication between computer and Mid Sweden University.

When files with high protection value are sent by email, encryption is used. 

To protect information in the event of theft, your computer's hard drive is encrypted.

The pseudonymisation code key is stored separately from the source data.

Personal data is stored in a personal folder on an internal server where backups are made. Only authorised researchers have access to the information.

Personal data is stored on a public folder on an internal server where backups are made. Only the staff of the institution have access to the information.

Personal data is stored on shared folder on internal server where backups are taken. Only designated persons have access to the information.

Personal data is stored in the vault (internal service) where backups are made. Login via MFA for the person responsible for the account and through sharing links for those who should have permission. The password for the share link will be sent in a separate email.

The personal data is saved on xxxx

The personal data is stored in Qualtrics (survey system). Personal data processing agreement signed with the supplier

The personal data is stored in the M IUN Survey (survey system). Personal data processing agreements have been signed with the supplier.

The personal data is transcribed via Sunet Scribe.  Personal data processing agreements have been signed with the supplier.

Premises where data media are stored are protected by a protective shell (locks, alarms, access systems, etc.). 

When equipment is moved between users within the department, or is to be discarded, replaced or sold, Mid Sweden University's procedures for handling decommissioned IT equipment must be followed.

If an IT security incident or personal data breach occurs, it is reported promptly to ITsupport@miun.se. 

There is an awareness of guidelines for mobile equipment and what applies when handling equipment in connection with travel. 

There is a plan for storage, thinning, archiving and eventual decommissioning.






Rights of data subjects
Describe what procedures the organisation has to be able to fulfil the data subjects' rights under the GDPR, i.e.
· Right to information
· Right of access
· Right to rectification
· Right to erasure
· Right to restriction of processing
· Right to data portability
· Right to object
· Right not to be subject to a decision based solely on automated processing, including profiling
Where there are routine documents which are deemed to provide a sufficiently detailed description, reference may be made to them.

Examples of questions to verify that the rights of data subjects can be met: 
• How can data subjects be helped to exercise their rights under the Data Protection Regulation? 
• Is there a form or other contact channel for data subjects wishing to exercise their rights? 
• Is the information easy to find for registrants? 
• Is there a process for processing data subjects' requests? 
• Is there a responsible person who ensures that the rights of data subjects can be met? 
• Do data subjects receive clear and sufficient information about the processing of their personal data? 
• Can all data relating to data subjects be compiled? 
• Can a copy of the data of the data subjects be obtained easily? 
• Is it possible to provide the data in electronic form if data subjects so request? 
• How does the procedure for deleting personal data work if data subjects withdraw their consent to the processing? 
• How is the data deleted in practice (manual or automated deletion)? 
• Are there obstacles to deletion (such as statutory retention periods or similar)? 
• How is the right to data portability exercised in practice? Is it technically possible? 
• Does the processing of personal data involve automated decision-making that significantly affects the data subject? If yes, what is this based on?


Have you written an ethics application – retrieve information from Section 9.1.1 How, when (at what stage) and by whom are the research subjects informed and asked?
	




Safeguards for international transfers
If personal data will be transferred to a country outside the EU/EEA in connection with the processing, please indicate the safeguards taken below. 

Remove the protective measures that are not up to date and complete if something is missing. 

	Adequacy decision of the European Commission.

Binding corporate rules; 

Standard contractual clauses 



Date
Dnr: MIUN 20xx/xxx
Limited sharing

Limited sharing


1/1

2/2


Overall assessment
Please provide the overall assessment of whether the legal conditions for carrying out the processing

Select one of the sentences below

	Based on the overall assessment of the necessity and proportionality of processing in relation to its purpose, the processing in the form envisaged meets the legal requirements of the GDPR and complementary legislation.
Based on the overall assessment of the necessity and proportionality of processing in relation to its purpose, the processing in the form envisaged does not meet the legal requirements of the GDPR and complementary legislation, and should not be carried out in the manner envisaged.


[bookmark: Steg_5._Riskhantering][bookmark: _bookmark3]
Risk management
Use the Impact Assessment Risk Management Excel template to:
1. identify the risks to the rights and freedoms of natural persons posed by the processing
In particular, their right to the protection of their personal data, their privacy and their integrity, but also other fundamental rights (e.g. freedom of expression, freedom of thought, freedom of movement, prohibition of discrimination, freedom of conscience and freedom of religion).
2. analyse the probability and severity of risks
· The probability that the risk will materialise is indicated as unlikely, small probability, tangible probability or very high probability.
· The severity of the consequences is considered negligible, mild, severe, severe
3. describe the risk mitigation measures
Examples of risk mitigation measures to address certain risks 
the risk that more personal data will be collected than is necessary for the purposes of the processing due to the use of free text fields to collect data; 
• Provide information related to free text fields on what data is necessary. 
• Introduce and carry out regular checks, such as sampling of the necessity of the data collected. 

the risk that systems that will automatically delete data based on the retention periods set will not work as intended, and that data will therefore be stored for longer than is necessary; 
• Perform robust tests of the system. 
• Introduce and carry out regular checks, such as sampling of the results of the system. 
the risk that procedures for manual deletion of data based on the retention periods set are not followed by staff, and that data is stored for longer than necessary; 
• Carry out regular training and other activities to remind you of the importance of following manual deletion procedures.
• Ensure that manual thinning routines are easy to follow. 
• Incorporate references to manual thinning procedures into relevant processes. 
• Introduce and carry out regular checks, such as sampling of staff compliance. If discrepancies are detected, investigate the causes and take appropriate action.
Risk mitigation measures can also be technical and organisational.

4. follow up on the risks through a new risk assessment. 

Summarise the assessment below

	



Assessment of the obligation to request prior consultation
Document the assessment of whether the risks remain high after the risk mitigation measures have been taken into account. 

If the risks remain high - even though risk mitigation measures have been taken into account - the controller has an obligation to request prior consultation with IMY before commencing the processing.36 This applies even if only one of the identified risks is deemed to remain high.

Article 36(3) of the GDPR sets out the basis on which the controller must provide the supervisory authority with a request for prior consultation. In case of a request for prior consultation, the impact assessment shall be part of the input. If an impact assessment is missing or deemed to be deficient, IMY may request additional information or reject the request for prior consultation.


	



Outcome of any prior consultation
Document the outcome of any prior consultation or attach IMY's opinion.
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Comments received from interested parties

Recommendations of the Data Protection Officer
Document any comments and/or recommendations made by the DPO during the course of the work. Please also document any final opinions of the DPO.
Document and justify any decision not to follow formal recommendations of the DPO


	No
	Recommendation of the Data Protection Officer
	Date
	Reply of the controller to the recommendation

	001
	
	
	☐ Accept 
☐ Accepts and Takes Action
☐ Dismisses 
If the DPO’s recommendations are rejected
 Please provide a detailed justification below
Click or tap here to enter text.

	002
	
	
	☐ Accept 
☐ Accepts and Takes Action
☐ Dismisses 
If the DPO’s recommendations are rejected
 Please provide a detailed justification below

Click or tap here to enter text.



Comments from data subjects
Please indicate below whether you have collected feedback from registrants. Please also indicate whether comments have not been received and, if so, why.
Document any comments from the registrants. Please also justify and document any decision that contradicts the views of the data subjects.
Please note that data subjects may need to be consulted before, or in connection with, the risk assessment. The controllers may need to reassess the risks according to the comments.


	




Comments from other stakeholders
Please indicate whether you have received input from any other stakeholder, such as an information security officer or someone with specific technical competence. Document any comments from them, if appropriate.


Please complete if views have been obtained from other stakeholders.. 


	Comments have been sought from information security coordinators.
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Overall assessment
Indicate the overall assessment of whether the intended processing can be carried out or not.


Select one of the decision sentences

	Based on the conducted impact assessment and risk assessment, the treatment can be carried out with established risk management measures.  The decision is determined by digital signing.
Based on the impact assessment and risk assessment carried out, the processing cannot be carried out. The decision is determined by digital signing.



Anchoring the assessment in the organisation
Document how and when the descriptions and assessments that you have made have been anchored in the organization's management team, for example through an internal referral or presentation at the management team meeting or the like.
Clarify who is responsible for taking the risk mitigation measures and who is responsible for any residual risk with the treatment.
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Continuous review
Plan to carry out the review
Indicate when and how often the impact assessment will be followed up and which roles or functions in the organisation are responsible for the follow-up. Describe also how it will be ensured that any changes in the risk are captured within the organisation


	




Version history
Please fill in the table to clarify when changes in the impact assessment have been made.

	Version
	Date
	Participants
	Determined by
	Amendments

	1.0
	202x-xx-xx
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